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Abstract

This paper reports a group key management protocol based
on Chinese Remainder Theorem (CRT) and a tree structure.
The proposed protocol is applied in the development of a
secure group chatting system which uses resources in the
cloud for managing the group key and broadcasting
encrypted messages to the group members. In this paper,
Chinese Remainder Theorem is utilized to combine
messages into one for broadcasting to all members.
Furthermore, anunidirectional binary tree structure is utilized
to lessen the calculation of the multiplicative inverses which
have been done each time when a member joins or leaves the
group. The other advantage of the proposed method is that
each client needs to compute only 1 modulo arithmetic and
1 XOR operation in order to obtain the group key. In
developing the chatting system, Windows Azure is used to
implement services in the cloud. As for client side, Windows

and Android platforms are adopted.

Keyword: Cloud Computing, Chinese Remainder Theorem,

Multiplicative Inverses.
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